Enhancing security and performance of gpxe
Synopsis:  Presently gpxe lags some security features and performance features, these are:
1) Generating random seed by combining random audio-signals from microphone, timing jitter in system clock or arrival-time of network packets or combination of these which can be further randomized this using hash function like SHA1.

2) Implementing secure communication with DHCP server by embedding certificates within gpxe and encrypted communication with DHCP server.
3) Implementing CTR (counter) mode of operation to enhance performance and to remove error propagation drawback.
Project Description:

1) The random number generated in gpxe, is not purely random, so can be easily guessed by an attacker. This case becomes worst at the boot-time because system-clock is in initial state, resulting small value. So there is a need of really random seed which should be getting from really random resources like audio signal, timing jitter in system clock or timing arrival of network packets. Further this seed can be randomized using some hash function SHA1 which is already available in gpxe codebase. 
2) Client system running gpxe is very venerable to fraud DHCP server, so authentication and encrypted communication with DHCP server help in further secure transfers. So DHCP server can be used to pass public key of the authenticated server for further file transfers.    
3) gpxe uses CBC (Cipher-block chaining) mode in encryption algorithms which has some drawbacks:
i) Error propagation 

ii) Slow speed in encryption and decryption.

Plans:
Random Number generation:  

1. Search and analysis of various resources which can provide boot time entropy for generation of really random seed like audio-signal from microphone, timing jitter of system-clock or arrival-time of network packets.   
2. After choosing best ones in terms of randomness and minimal code requirements, write code to access these resources.

3. Implement hash functions (SHA1 or MD5) or encryption algorithms (aes, arc4) to randomize this random seed without increasing codebase.

 Certificate Implementation:
1. Compile gpxe with X.509 certificate, this will help in fixing the DHCP server which prevent the attacks of rogue DHCP server. 
2. Enable DHCP server to do secure communication with gpxe by implementing encrypted communication between them.

3.  Transfer certificates from the DHCP server side for further authenticated communication.
4. Implement the parsing of the certificates within gpxe. 

Mode of Operation:
 
Implement CTR mode as an optional mode within gpxe.

Deliverables:

1. A secure random number generator which will help in providing secure session keys.

2. Provide secure platform to client machines from the first step on the network.

3. Provide a secure DHCP server to have secure communication with gpxe client.

4.  Improve in gpxe performance by implementing CTR mode.

 Timeline: 

11 April - 25 April: Read the gpxe code in more detail.  Read about random sources to get random seed, Read about encrypted packet transfer with DHCP server and certificate implementation and  try to implement code to get random seed. 

27 April – 12 Aay: experiment with the DHCP to have encrypted communication with gpxe.
13 May – 20 May: Experiment with certificates parsing within gpxe and their communication with DHCP.
21 May- 23 May:  analyze and prepare a outline from these experiments, which will help me in coding.
24 May – 13 June: Implement the code to get random seed and pass this seed to further algorithm to make seed more random.
14 June – 30 June: Write the code to parse X.509 to get necessary information. 
1 July- 10 July: provide compile time option to gpxe to embed certificate (Fixing DHCP server).

11 July - 19 July: Enable DHCP server to transfer certificates.
20 July – 27 July: use previously developed parsing code to extract necessary information and write code to do further information.
28 July – 5 August: write code to provide enable CTR (counter mode) for file encryption.
6 August – 12 August: Clean and debug the code and write tests.
13 August – 16 August: Make the Documentation from the previous notes and working test-cases.  
** This is the rough Timeline, If time will remain, I will start to implement sftp protocol with gpxe, This will be done by extracting necessary features from sftp client code, which will communicate with Openssh sftp server. This sftp protocol will help in making secure and robust transfers on internal network.     
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Project Motivation:

  I am very keen to have practical experience with open source development. I really want to attach with this amazing etherboot/gpxe project.  
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                I can be in touch with mentors, community via IRC, Mailing-list and Email during this project 

